How to Configure & Use Jitsi (Windows OS)
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Jitsi is an open source platform similar to Skype and handles messaging, audio calls, and video
calls. In addition to that, Jitsi comes stock with Off the Record (OTR) and Zimmerman Real
Time Protocol (ZRTP) to provide secure communications.

OTR is the program used to encrypt messaging, while ZRTP is what encrypts VoIP (Voice over
Internet Protocol) calls.

Since Jitsi comes stock with OTR and ZRTP, the install is quite simple; but to ensure simplicity
and accuracy, | have decided to do a tutorial for the configuration and use of Jitsi on a Windows
Os.

Note: I don’t think the set-up for Windows vs. Mac is much different, so it’s possible you could
use this for Mac OS too.

Downloading Jitsi and Setting up the XMPP Server

1. The first step is to download Jitsi.
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2. While you’re waiting for Jitsi to download, you’ll need to set-up an XMPP server. Head over
to DuckDuckGo and sign-up. Note: make sure to remember your email (xxxx@dukgo.com)
and password as you will need that to log-in.
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3. After you have set-up your XMPP server through DuckDuckGo, you’ll need to open Jitsi.
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4. Once Jitsi is open, you’ll click “File” and then “Add New Account”. It will give you a few
options but you’ll want to login through the XMPP Server option (near the bottom of the
list). You’ll use the log-in information that you signed up with on DuckDuckGo. Note: the
email will be something like: xxxx@dukgo.com.

Setting up Off the Record (OTR)

5. Next, find a buddy and add them. You’ll do this by selecting the “File” dropdown and
clicking the “Add contact” button.


https://duck.co/blog/xmpp-services-at-duckduckgo

Tools Help
1 Add new account...

|,, Add contact...
& Create group..

% Add chat room

® Quit

@ Dane (CAJ)
@Kieth
@Kyle

@Matt

6. Once you two are friends, you’ll need to highlight their name and click the message icon to
start a conversation. Next, you’ll click the lock in the top right of the chat box. A dialogue
should appear that states: “John Doe is contacting you from an unrecognized computer. You
should authenticate...” You’ll then click the hyperlink to authenticate your buddy.
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7. Once you click the link, a new window will appear. It will show your fingerprint and also the
purported fingerprint of your buddy. At this point, you will have to use a separate channel to
authenticate. That can be done by a VolIP call, phone call, or in person. You’ll read your
fingerprint and then your buddy will read theirs. If they match, then you will click
“Authenticate Buddy”.



Authenticating a buddy helps re that the person you are
talking to is who he or she claims to be. To verify the
fingerprint, contact your buddy via some other authenticated
channel, such as the telephone or GPG-signed email. Each of
you should tell your fingerprint to the other. If everything
matches up, you should indicate in the above dialog that you
*have® verified the fingerpnnt.

Fingerpnint for you, cyclingchile@gmail.com (Geogle Talk):
57ABF09422DD11B5B0F5861BA7511BFBF7B3C1E3

Purported fingerprnt for Jeeves:
89E74DFAB392C0B67309449A110174741D2920A4

verified that this is in fact the correct

i e fingerprint for Jeeves.

Help Cancel | Authenticate Buddy | |

| S—— ‘ |

8. After you click “Authenticate Buddy”, check the chat window and make sure the lock is
green and has no further warning messages. If it’s green, you’re now using Off the Record
encryption in your messages with the buddy you verified. Note: keep in mind, you’ll have to
do it separately for everyone you chat with, but you will only have to do it once for each.

Setting up Zimmerman Real Time Protocol (ZRTP)

9. Highlight your friend’s name and click either the audio or video call button. It will take a few
seconds for it to connect and then it should start ringing.

10. At that point, you will see a button in the middle of the call window that says “connected”
with an unlatched lock. That is indicating that ZRTP is not connected.

11. After a few seconds, there will be window that opens up at the bottom of the call window.




12. At this point, the call is still not secure, and you will need to verify the key with your friend
as an additional security measure. If the codes match, then you will click “confirm” and close
out of that window. ZRTP should be connected and you can verify that by making sure the
lock is now closed and green.

[

BE0DECE0EB |
If you made it through all the steps and followed the instructions, you should have Jitsi, ZRTP,

and OTR configured. If not, and you’re having some problems or technical difficulties, please
take a look at these two videos and they should be able to answer any questions. If for some

reason those do not, please email me or call me at 309-533-7857 and I will assist you with
getting it configured properly.

You’ve just taken a great step in ensuring private communications and have also began
implementing a security culture.

| would further recommend encrypting your email as well. A colleague put together a great
tutorial on setting up Pretty Good Privacy (PGP), which you can find here.

Lastly, if you feel like there is something missing in the tutorial or that something needs to be
explained better, please let me know. This will be updated as needed when | get feedback.
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